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¢ NEePCOHAJBHBIMH JAHHBIMH

1. O6mue moJioKeHUs

1.1. Hacrosmas WHcTpykmus onpememser ofipe mpaBwia paboTel COTPYIHHKOB MBOY
«Kenpunropckas COII um. A.@. Cmeranunay (nanee — OY) ¢ IepcOHATBHBIMH JaHHBIMH.

1.2. IlepcoHanbHblE NaHHEIE B OIEKTPOHHOM BHIe OOpabaThiBaeTcss B HMH(OPMAIIMOHHBIX
CHCTEMax MEPCOHANBHBIX NaHHBIX. TakKe ycTaHaBIMBAETCs OCOOBIM MOPSINOK 0OpabOTKM W XpaHEHHUS
NIEPCOHANBHBIX JaHHBIX, CONEPXKAIIUXCS Ha OYMa)KHEIX HOCUTEILIX.

1.3. Ilonb3oBarenem sBiseTcs Kaxasii coTpymHuk OV, ydacTBylommii B paMKax CBOHX
YHKIMOHAIBHBIX 00A3aHHOCTE} B IpOLECccax Kak aBTOMATH3HPOBAHHON 0OpabOTKH, TaK o0paboTku
0e3 HCIONB30BAHUS CPENCTB aBTOMATH3ALMH NEPCOHANBHBIX IAHHBIX, a TAKKe HMMEIOITHH IOCTYTl K
anmapaTHeIM CPEACTBAM, IPOrPaMMHOMY 00€CIIEUEHH IO, HOCHTEISIM HH(POPMAIIUK M CPEACTBAM 3aITHTEL

1.4. Iloms3oBarenb B cBoel paboTe pyKOBOACTByerTcs Hacrosmeil WHcTpykimed, [TpaBmiamu
00pabOoTKH [EPCOHANBHEIX TaHHBIX, PYKOBOASIIMME M HOPMATHBHEIME JoKyMeHTamu O®CTIK Poccuu u
@Cb Poccnn u ipyrumu noxkymenTamu OV, periiaMeHTUpyomuME 06paboTKy HepCOHANbHBIX JAHHBIX.

1.5. Meronuyeckoe pyKoBOACTBO 10 paGore IT0Nb30BaTENs OCYIIECTBISET OTBETCTBEHHBIA 3a
opraHu3anuio 06paboTKH MePCOHATBHEIX JaHHBIX.

2. TepmuHbI U onpeneneHus

2.1. IlepcoHanbHble maHHBIE — r00as HHPOpMALMs, OTHOCAIAACS K IIPIMO HIH KOCBEHHO
ONPENEIEHHOMY HIIH ONIpe/e/sleMOMy (GDU3HIECKOMY JIHITY (CYOBEKTY EPCOHANBHBIX JAHHBIX).

2.2. OOGpaGoTKa MEPCOHANBHBIX MaHHBIX — J000e IedcTBHe (OMEpamusa) HIM COBOKYIIHOCTH
AeHcTBHiM (omepanmii), COBEpIIAEMBIX C HCIONB30BAHHEM CPENCTB aBTOMATH3alMH WIH 0Oe3
HCIIOJIb30BaHKs TAKUX CPEZCTB C MEPCOHATBHBIMY JaHHBIMH, BKIIFOYas cOOp, 3aluCh, CHCTEMATH3AIIHTIO,
HAaKOIUIEHHE, XPAaHEHHE, yTOYHeHNHE (0OHOBIIEHHE, H3MEHEHNE), H3BIICUCHHE, UCIIOIB30BAHNE, EpeIady
(pacmpocTpaHeHue, NpeaoCTaBIeHHE, JOCTYII), 00e3IMIMBaHHUE, 6I0KUPOBAHHE, YAAICHHE, YHUUYTOXXEHHE
[IEPCOHATBHBIX TaHHBIX.

2.3. AsromarusmpoBanHas o00pa0OTKa IEPCOHAIBHBIX IJaHHBIX — 06paloTKa INEpPCOHAIBHBIX
JMAaHHBIX C IIOMOILBIO CPEICTB BEIYUCIUTEILHON TEXHUKH.

2.4. PacmpocTpaHeHHe NEPCOHANBHBIX NAHHBIX — HNCHCTBHS, HANpPABIEHHBIE Ha PACKPBITHE
IIEPCOHAITPHBIX JAHHBIX HEONPENETICHHOMY KPYTY JIHUIIL.

2.5. IlpemocraBneHue INEpCOHANBHBIX MAHHBIX — MNElCTBMS, HalpaBIeHHBIE Ha pacKphITHE
[IEPCOHANBHBIX JAHHBIX ONPEICIEHHOMY JIMIlY HJIH OIIPEAEICHHOMY KPYTy JIHII.
2.6. Nudpopmanmonnas cucreMa mepcoHambHBIX gaHHBX (MCIT[H) - COBOKYITHOCTH

COTepXaluXcs B 0a3ax NAHHBIX MEPCOHATBHBIX MNAHHEIX M OOECHEYMBAIOMMX HX 06paboTKY
MH(}OPMAIMOHHBIX TEXHOIOTHIM M TEXHAIECKUX CPENCTB.

2.77. AsromarmsmpoBanHOe pabouece Mecto (APM) — mpOTpaMMHO-TEXHHYECKHH KOMILTEKC,
IIOCPEACTBOM KOTOPOro II0/b30BaTeNpb BEINOIHAET CBOH JO/DKHOCTHBIE OOS3aHHOCTH (II€pCOHATBHBIA
KOMITBIOTEP, HOYTOYK, TEPMUHAI H T.IL.).

2.8. Hecankumonupopanssii noctyn (HCI) — mocTyn k MHGMOpMAIWMH, HapyLIAMOLIHiL IIpaBHiIa



PasTpaHUYCHUs OCTyINa C HCIOJIb30BAHMEM INTATHBIX CPENCTB, IPEIOCTABISIEMBIX CPENCTBAMU
BBIYHCIHTEIbHON TEXHUKY UM aBTOMaTH3UPOBAaHHBIMU CHCTEMAMH.

2.9. lloctopoHHHWE IMIA — JHMIA, KOTOPhlE HE HMEIOT I[IpaBa CaMOCTOSTENHHOIO IOCTYHa B
IIOMEIICHHE ¥ (MJIK) HE UMEIOT IpaBa caMocToATeNbHOro noctyna B ICII/IH u (Win) He HMEIOT J0IMycKa
K [IEPCOHAJIbHBIM JTaHHBIM.

2.10. CpezcrBo 3ammTel HHGOpPMALMK OT HeCaHKIMOHHMpoBaHHOro moctyma (C3U or HCJI) —
IPOTPaMMHOE,  TEXHHYECKOE MM  INPOrpaMMHO-TEXHHYECKOE CpEICTBO, HANpaBIEHHOE Ha
NPEIOTBPAICHUE WIIH CYIIECTBEHHOE 3aTPyIHEHNE HECAHKIIMOHUPOBAHHOTO JOCTYIIa K HHOPMAIIHH.

3. O0A3aHHOCTH MOJIb30BATEJIS

3.1. He pasriamare nepcoHalbHbIE JaHHBIE, KOTOPBIe OYIYT MOBEPEHBI WM CTAHYT M3BECTHHI B
XoJie paboyero npolecca Bo BpeMsi BHIIIOJIHEHHUS TOIKHOCTHEIX (0rOBOPHEIX) 00s3aHHOCTE.

3.2. He coobmare ycTHO MM IHCBMEHHO, HE IlepefaBaTh B KaKOM-ITHOO BHE TPETHUM JIUIAM H
He PacKpBIBATh MyOJIMYHO EPCOHANBHBIE NaHHbBIE 6€3 COOTBETCTBYIOLIETO pa3pelleH s PyKOBOTHTES.

3.3. 3HaTh W BBHIIONHATE TpeOOBAHMA 3aKOHOIATENBHBIX akKTOB Poccuiickoii ®emepanum,
HacTosiueil MIHCTpyKiuy U IpYTruX BHYTPEHHHX TOKYMEHTOB, PErTTaMEHTHPYIOIIMX MOPSIOK 06paboTKy
[IEPCOHANIBHBIX TaHHBIX. v

3.4. Bomonuate Ha APM Tombko Te mponemyprl 06paGoTKH IIEPCOHANBHBIX JAHHBIX, KOTOPHIE
OIIPENENICHBI NODKHOCTHON HHCTPYKITHEH.,

3.5. 3Hath U coOmOnaTh YCTAaHOBIECHHEIE TPeOOBaHHSA 00PabOTKH [IEPCOHATBHBIX JaHHEIX, YUETy,
XPaHEHHIO U [IEPEChUIKE HOCUTENEH HH(OPMAIUK, 00ecIedeHIIO 6e30MacHOCTH EPCOHAIBHBIX JaHHBIX.

3.6. Hcmonp3oBaTh Ul XpaHEHWS IEPCOHAIBHBIX MIAHHBIX TOJBKO ONpEJeTeHHbIE MecTa
XPaHEHHU ¥ YYTEHHBIE HOCUTENH NEPCOHATBHBIX TaHHBIX. :

3.7. HesamemmuTensHO, B KpaTdaifllie CPOKH, COOOIIATH DPYKOBOAMTENIO 06 yTpaTe MIH
HeJlocTaue HoCuTened HHGOpMaIyy, yI0CTOBEPEHHUH, IPOIIYCKOB, KIFOYEH OT MOMEIEHNH, XPaHHIIALI,
cerioB ¥ 0 Apyrux aKTax, KOTOPIEe MOTYT IPUBECTHU K PasIJIALICHHIO IIEPCOHATBHBIX NaHHBIX.

3.8. Ilpu mnpekpameHnH paboT (TPYZOBBIX OTHOLICHWH) BCE MaTepHATbHBIE HOCHTENH,
COZepXKaIlie IePCOHANBHBIE NaHHbIE ((JIEI-HAaKOMHTENH, JUCKETHl, ONTHYECKHE MMCKH, JOKyMEHTEL,
YCPHOBHKH, PAaCcIeYaTKu Ha MPUHTEPax, KMHO- H (poTOMaTepHabl, MOAEIH, IPOMBIILIEHHEIE 00pa3Ibl 1
Ip.), IepeAaTh JUPEKTOPY IIKOJIEL.

3.9. Cobmonars TpeOOBaHUS MapOIBHOM MOIUTUKHY (pas3aen 4).

3.10. CobmonaTs TpeGOBaHUS aHTHBHPYCHOM 3aIUThI (pasmel 5).

3.11. Ilone30BaTeny, uMeromue BEIXOA B VIHTepHET, 00s3aHbI COOIIONATE PaBUiIa IPH paboTe B
CETSIX CBS3H OOILIETO IMOJIB30BaHUA U (MIIM) CETSIX MEeXIYHAPOJHOTO HHPOPMAIMOHHOTO 06MeHa (paszer
6).

3.12. Tlonb3oBaTeny, paboTarolye ¢ MEKTPOHHOK HOAMNUCHIO MM MCIOJB3YIOMKe IH(POBAHHE,
00s3aHBl  cOOMIONaTh MHCTPYKIHMIO MO OOpAIICHHUIO €O CPENCTBAMH KPUNTOTpadHYecKoll 3ammuThl
uHpOpMaLHH.

3.13. Dkpan MOHHTOpa B HOMEIIEHHH PACIIOAraTh BO BpeMs pabOTHI TaK, YTOOBI MCKIIOYAIACK
BO3MOXKHOCTb HECAHKIHOHHPOBAHHOTO O3HAaKOMJIEHHS C OToOpakaeMoll Ha HHX HHpOpMAanuei
TIOCTOPOHHHMH JIMI[AMH, IITOPEI HA OKOHHBIX IIPOEMaX JOJDKHEI OBITH 3aBEIIaHbl (SKAIIO3H 3aKPHITHI).

3.14. O60 Bcex BBIABIEHHBIX HApYIIEHHSX, CBS3AHHBIX C IOPSAKOM O6paGOTKH NEPCOHAIBbHBIX
JaHHBIX, a TaKXKe IUII MONYyYCHHH KOHCYNIBTAllMi IO BOIpOcaM OOpabOTKH MEPCOHANLHBIX JAHHBIX,
HE00X0AMMO 06paInaTeCs K OTBETCTBEHHOMY 3a OPraHH3aluio 06paGoTKH epCOHANBHBIX JAHHBIX.

Ilonb3oBaTe M 3anpemaercs:

3.14.1. Hapymars ycraHoBiaeHHEIe B OY HHCTPYKIHUH 110 paGoTe ¢ NEPCOHANBHBIX JAHHbIX.

3.14.2. Hcnonp3oBaTh KOMIIOHEHTHI NPOrPAMMHOTO M amIapaTHoro obecmeuerus OV B
HECITy)K€OHBIX 1eJIIX. _

3.143.  OcraBnate cBoe pabouee MecTo Ge3 IPHCMOTpa, IPEIBAPUTENHHO HE 3a0IOKMPOBAB
(IUTaTHBIMH CpEICTBaMH OIEPAlMOHHON cHcTeMbl Windows — KOMOHHAIMEH KIIABHII [WIN] + [L] unmu
[CTRL] + [ALT] + [DEL] ¢ nanbHeRIIHM Ha)kaTHeM KHONKH «BIOKMPOBKay MOSBUBILETOCS MEHIO, JIH60

P MOMOIIM INTATHBIX CPEJICTB 3allMThl MH()OPMAIUMM OT HECAHKIHOHMPOBAHHOIO AOCTYIA IIPH HX
HAJIUYHH).
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3.144.  OcraBnare 6es IIPUCMOTpa WM HEYOPaHHBIMH B XpaHHIIHINA (mxad, ceiid)
HOCHTEIIH UJTH TOKYMEHTBI, COMEpKalIie II€PCOHANBHEIC JaHHEIE.

3.14.5.  3anmcebiBate u XPaHHTD NICPCOHATIBHEIE AHHEIE HA HEYUTEHHBIX HOCHTENSX uHbOopMayu
(OITHYECKHX AUCKAX, THOKUX MATHUTHELX JUCKaX, (QIIeII-HaKOMUTESIX U T.IL.).

3.14.6. CaMOBOTBHO H3MEHSATE COCTaB M KOHOUTypaIuio HCIIOJB3YEMBIX  IIPOTPAMMHBIX,
allllapaTHBIX,  [POrPaMMHO-ANNAPATHEIX CPEACTB, CaMOBOJIBHO  YCTaHABJIMBATH IIPOrpaMMHOE
obecIieyeHue, OTKITIOYaTh/ IO IKIIIOYATE 000pyI0BaHME MM H3MEHSTD PEXHUMEI €r0 paboTHL.

3.14.7. CaMoBOIBHO MOIKIIOUATE APM wmu npyrme cpepersa x JIBC T AY PK «IUT»,
u3MeHATh IP-anpec, MAC-ampec u umsie HacTPOMKHU ceTd APM.

3.14.8.  IIpousBomuts ACHCTBHUS, HAlIPaBJIEHHEIE HA HOJIy4CHHE HECAaHKIIMOHUPOBAHHOTO JIOCTyTIa
K APM u cepBepaM, paBHO Kak i THOGED ApyruM y3nam JIBC OV unu UnTepHer, B ToM unciie:

—  JeHCTBHS, HallpaBlICHHBIE Ha HapylCHIE HOPMAIBHOIO GYHKIHOHHPOBAHHS 3IEMEHTOR CeTH
(KOMITBIOTEPOB, IPYTOTO CETEBOTO 000pyAOBaHUS HIIH IIPOrpaMMHOTO obecnedeHus);

~  YCTAaHOBKA INpPOrpaMMHOrO obecIedeHus, OCYIICCTBILIOIIEr0  IepexBaT HH(BOPMAIHH
(uHdOpPMaNOHHEIX TIaKeTOB), aPECOBAHHON APYTrHM II0JIE30BATEJISIM;

—  JCHCTBMS, HaNpaBleHHBIE Ha TIOJIy4CHHE  HECAHKIHOHHPOBAHHOIO I0CTyma K
HH(POPMAIHOHHBIM PeCypcaM, B OCIEYIOMEM HCIIONB30BAHKUH TAKOro JIOCTyTIa;

YHHMTOCHHUC, MOIH(UKAIHS [POrPAMMHOTO OBeCreYeHHs WK JTaHHBIX 0€3 COIJacoBaHHs C
AUPEKTOPA MIKOJIBI UIIH BJIaebIaMH 3TOTO pecypca;

—  IOIBITKH moadopa mapose K Jo6em HH(OPMAITHOHHEIM pecypcam METOIOM mepebopa Bcex
BO3MOXXHBIX BApHAHTOB I1apoJieit, TH60 aTak 1o CIIOBApIO;

~  YMBIILICHHBIE NCHCTBHSA 1O CO3NAHHMIO, HCIIONb30BAHMIO 1 PaCIpOCTPaHEHHIO BPENOHOCHEIX
[IporpaMM, B TOM YHCIIE HAIpAaBICHHBIX Ha TOJIyIeHIe HECAaHKIIMOHMPOBAHHOTO IOCTYIA K JFOGEIM
HH(POPMAIIMOHHEIM | CIy)KeOHBIM pecypcam (Kak BHYTpH OV, Tak u BHe), 6o Ha HapyIIeHHe
LEJIOCTHOCTH B pabOTOCIIOCOOHOCTH 3THX CHCTEM;

—  JCHCTBHSA 10 CKAHHPOBAHHIO JIOKAIBHOMN CCTH C LEIBIO ONpENENEHHS ee BHYTpeHHeil
CTPYKTYPBI, CIIUCKOB OTKPHITHIX TOPTOB, HATHYUHS CYIMECTBYIOINX CEPBHCOB H YSI3BUMOCTEH.

3.149.  CamOBOIBHO H3MeHSTE TapaMeTpel CPENCTB 3alMMTHI HH(pOPMALUH (B TOM umcie wu
CPEICTB aHTHUBHPYCHOM 3alIUTEI), a TakoKe 3aBEpIaTh WX PabOTy M (WIM) CAMOCTOSTENBHO X
YCTaHaBIIHBATb.

CaMocTosTenbHO paspaGaThiBaTh wWiH HCIIOJIb30BATb HEPErTaMEHTHPOBAHHEIE (Ge3 paspemenus
PYKOBOIUTEJIsSI, HE OTHOCSIIIHECS K TIPOU3BOJICTBEHHOMY IIPOLIECCY) MPOTPAMMEI (Hanpumep: urper; IM-
KJIMEHTL, Takue kak Google Messenger, ICQ u 1.11.; P2P-kHenTED: Kazaa, eMule u T.IL.).

3.14.10. Paspemars TIOCTOPOHHHM JHIaM paboTaTh 10/ CBOSH YUETHOM 3aHCEIo B ICII/TH.

3.14.11. Tlepecbuiars IICPCOHATIPHBIE NAaHHBIE IO KAHAJIAM CBS3H B OTKPBITOM BHIE, B TOM YHCJIE
Hureprer, mo Tenegony, (hakcy, smexTporHOI mouTe 1 T.11. (6e3 ncrons30Banms cpencts muQpoBanws).

3.14.12. Tlonmyuars AOCTYIl K NCPCOHANBHBIM JaHHBIM ¢ paGoumx MECT, He 000pYIOBaHHBIMH
HEOOXOMMMBIMHU CPe/ICTBAMHE 3aIIHTEI HH(pOpManuy.

3.14.13. CamoBomBHO co3maBath COBMECTHO HCIIOIB3yEMEBIE CETEBBIE pecypcel (mamku o6rmero
AOCTYTIa) HA CBOMX KOMIBIOTEPAX H (hafinoBeIx cepsepax, HECaHKIIHOHMPOBAHHO yNAIATh WIIH H3MEHSTh
IIpaBa JIOCTyIa K HUM.

3.14.14. B cmy4ae BO3HHKHOBeHHS TOOBIX MEeXaHHYECKHX HEHCIIPaBHOCTEH B 000pymOBaHHM
OCYINECTBIIATE CAMOCTOSTENLHBIE TOMBITKH HX yCTpaHEeHHs.

3.14.15. TlpensitcTBoBaTH AO/DKHOCTHBIM JIMIAM TIPH POBENCHUH IIPOBEPOK M  CITYXKEOHBIX
PacClIeN0BaHuM, CBA3aHHEIX ¢ 06eceueHreM 6esonacHocTn mHGOpMaruy.

3.14.16. VYnanares wm wmckaxars IpOrpaMMBbI U (aiiiIbl ¢ MepCoHATBLHBIME MaHHBIMM U HMHOHU
Ba)XHOH MH(pOpMarueit (HampuMep, CHCTEMHOH, HEe0O0XO0JMMOH [1s (yHKIHOHHpOBaHKS WCI1In).

3.14.17. VYwMbumienuo HCIIOJI30BATE  HEOKYMEHTHPOBAHHEIE CBOMCTBA M OmMHOKH B
IIPOTPAMMHOM  OOECIIEYEHHH MIH B HAaCTPOHKaX Cpe/CTB 3aIuTHL KOTOpBIE MOIYT NPHBECTH K
BOSHHKHOBCHHUIO BHEINTATHOM cuTyamuu. OG OOHApy)KEHHHM Takoro poma OIHOOK — CTaBHTH B

JaHHBIX B HH(bOpMaHI/IOHHBD( CHCTEeMax IEPCOHAIBHBIX  JAaHHBIX (}:(anee = aI[MI/IHI/ICTpaTop
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6e30macHOCTH)).

3.14.18. llomkmouare x JIBC OV mmuHBle CpefcTBa BEIYHCIMTENBHON TEXHHWKH: HOYTOYKH,
KapMaHHbIC KOMIIBIOTEPbI, CMAPTHOHEI U T.II.,  TAKKE JITIHbIE HOCHTENIH U HAKONUTEIH HHpopManuy. B

ciydae HEOOXOAMMOCTH TEpeHOca MH(OpMAlMH C JIHYHBIX HOcHTened MHpOpManuu o6pamaTbes K
OTBETCTBEHHBIM.

4. IlaposbHas MOJUTHKA

4.1. OOmme TpeOOBaHHSA K MAPOJIAM:

—  MunnmansHoe TpeGoBanue: GykBeHHO-IH(pPOBOI mapoib. JKenarenpHO HCIIONTB30BaATh GYKBEI
B BEPXHEM MM HIDKHEM PErHCTpax, UMGPEI WK CTIeHHaIbHble CHMBOIEI (Hampumep: ~ ! @ # $ % N & * (
) w= N2 1 VLY b EE  aTa).

—  MunnManbHas AnvuHA Daposis: He MeHee 6 (IIeCTH) CHMBOJIOB.

—  MakcumansHbIH cpok aeiicTBus mapoist: 90 CyTok.

—  3anperT HCIOJIb30BAHUS TPeX paHee HCIOIb30BABIINXCS APOJIEH.

—  IMapone Ilomp3oBaTens HE MOMKEH BKIIFOYAaTh B Ce0S JIETKO BBIYHCIIAEMBIE COUYETAHHS
CHMBOJIOB, OOIIENPHHATBIE COKPAIIEHHS, HMEHa, (aMHIMH, JOJDKHOCTH, TOX POXIEHHS, HOMEp
nacropra, TabenbHbIA HoMep, HHYI0 HHopMarumro o [Tonp30BaTelne, JOCTYIHYIO JPYTHM JHIAM.

—  3ampemaeTcs HMCHOJB30BaTh B Ka4eCTBE MApOJisi OOUH M TOT )K€ IOBTOPSIOMIMICS CHMBOJ
7100 IOBTOPSIONLYIOCS KOMOMHAIIHMIO H3 HECKOIBKMX CHMBOJIOB.

—  3ampemaeTcs HCIOJB30BaTh B KadeCcTBE Iapoiis KOMOHHAIMIO CHMBOJIOB, HabHpPaeMbBIX B
3aKOHOMEPHOM TOpPsIIKE Ha KinaBuaType (Hampumep: 1234567, qwerty u T.11.).

4.2. TIpaBnia HCHO/IL30BAHHS MAPOJIE:

- XpaHWTH B TalfHe CBOH Mapob, He COOOINATE €ro APYTHM JIHIIAM.

- He mpemocrapmare gocrtyn B MCII[IH mpyr#M JHmaM IOX CBOEH y4eTHOH 3aIHCBIO H
IIapoJIeM.

—  V3Menarp CBO¥ mapoib NpH IIE€PBOM TpPeOOBaHWHM IIONMTHKH TApOJed OIeparMOHHON
cuctemsl w/uau UCITIH.

—  Bo Bpems BBoma mapoself HEOOXOAMMO HCKIIOYHTH BO3MOXKHOCTH €r0 MOACMATPHBAHHS
NIOCTOPOHHUMH JIMI[AMH MJIH TEXHUYECKMMH CPEJICTBAMHU (BHIEOKaMeEPHI H 1p.).

—  3ampemnaeTcs 3amKMCHIBAaTh CBOH IIApOJM B OYEBHAHBIX MECTaX, BHYTPEHHOCTH SIIUKA CTOJIA,
Ha MoHUTOpe APM, Ha 06paTHOIt cTOpOHE KJIaBHATYPHI U T.1I.

—  3ampemaeTcs XpaHUTh IIapOJH B 3alIHCAHHOM BH/IE Ha OTIEIbHBIX TUCTAX GyMaru.

4.3. Cwmena, ynajaenue JHIHOT0 napois jo6oro Ilob30BaTeisi NPOH3IBOAUTCS B CICAYIOMHX
cayvdasix:

— B CIydYae IIOJO3PEHHUs Ha KOMIIPOMETAIIHIO [apOJIs;

—  II0 OKOHYaHWHU CpOKa JMeHCTBHS;

- B ClIy4ae NPEKpaIleHus II0JHOMOYKH (YBOJIbHEHHE, IIEPEX0. Ha APYTyIo paboty BHyTpu OV)
[lonb3oBarens mocie OKOHYAHHS IOCIEIHEro ceaHca paGoThl B MH(OPMAIMOHHBIX CHCTEMax
IIEPCOHATIBHBIX TAHHBIX;

— IO YKa3aHHWIO OTBETCTBEHHOIO 3a OPraHU3aLUI0 00pabOTKH MTEPCOHANBHBIX JaHHBIX.

4.4. Ilpu yBoNbHEHHH, TIEPEX0/Ie HA HOBYIO JOJDKHOCTD COTPYIHUKA, HMEIOIIETO JOCTYI IOMHMO
CBOGH YUCTHOI 3allMCH K APYTUM pecypcaM (MEKCETEBBIE SKPAHBI, MapIIPYTH3aTOPhl, CEPBEPEI, IPyTHe
YHETHbIC 3aIlUCH U T.II.) TAK)Ke IIPOM3BOIUTCS BHEIIAHOBAsI CMEHa [apoJiel K TaKHM pecypcaM.

5. IlpuMeHeHHe IHYHBIX HIACHTHOHKATOPOB B HHPOPMANMOHHOI CHCTEMe MePCOHATBHBIX
AAHHBIX

IIpuBsi3ky wmneHTHQHKATOpa K IIOIB30BATENIO (YYETHON 3aIKCH) BBIIOJHSIET AIMHHHCTPATOP
6e30macHOCTH.

5.1. Ilomezosarenu MCII/IH momy4aroT cBOi HAEHTHGHUKATOD Y aAMHHHCTPATOPa GE30IaCHOCTH.

5.2. Tlompsosarens UCTI/In 0653aH XpaHHTh CBOM JIMYHBIA HASHTHQUKATOP B HENOCTYIHBIK IS
JIPYTUX COTPYIHUKOB XPaHHIHIIAX.

5.3. Tlonmpsosaremnto MCII[In 3ampermnaeTcs: nepesaBath CBOM JMYHBIN HAEHTHGHEKATOD.
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54. B ciaygae yrtepum nmuHOro wuaeHTH(ukaTopa, moas3oBatens WCII[IH momkeH
HEMEJIEHHO J0JIOXKHUTH 00 3TOM aIMUHUCTPATOpy 0€30IacHOCTH HH(POPMAIIHH.

5.5. B cimydae mpekpaieHus noaTHoMouuii yueTHoi 3anucu nonb3oBatens UCIIIH (yBonbHEeHHE,
Iepexo/ Ha ApyTyio paboTy, B Ipyro# OTAeN WK TOMEIICHUE, a TAKXKe Ipyrue 00CTOATENILCTBA) yUeTHAS
3aIliCh JOJDKHA OBITH ylaueHa, a e€ uAeHTU(UKATOp JOJDKEH OBITh CIaH aIMUHHCTPATOPY 0€30MacHOCTH
uH(pOpMaLuK 1ocIe OKOHYAHHS ITOCTIeTHero ceanca paboThl JaHHOTO mosb3oBares B CII/IH.

5.6. B cimywae KoOMIpOMETallMH WM YTEPH JIMYHOTO HACHTUGHKATOpPA IIOJIH30BATEIIS
aIMUHHCTPATOpOM 0€30MacHOCTH JOJDKHBI OBITh HEMEIUIEHHO IPEIIPUHATHI MEPEl B COOTBETCTBHH C II.
5.7 mactosmeit UuCcTpyKIHH.

5.7. AnmunucTpaTop 6e30macHOCTH MH(OpPMAIMK JODKEH IIPOBECTH CIIy)KeOHOE paccieloBaHKe
IUIs BBUICHEHHS IIPHYMH KOMIIPOMETAllMH HACHTUGHUKATOpa C IENbI0 BBIPA0OTKH HOBBIX HIIH
COBEpIIECHCTBOBAHHUS MPUHATHIX TEXHUUECKUX U OPraHU3aLHOHHBIX MEP 110 YCTPAHEHHUIO TaKOW YTPO3HI B

OymymeMm, a Tak)Ke BBIICHEHHMIO BEIWYMHBI yliepOa, KOTOpBI MOXET OBITh HaHeCeH COOCTBEHHHKY
HH(GOPMAITMOHHBIX PECYPCOB.

6. AHTHBHpYCHas 3aIUTA

6.1. B cnyuyae OTCYTCTBHS INTAaTHBIX (PYHKLIUH aHTUBUPYCHOH IPOrpaMMBI, IIPeIyCMaTPUBAIOIINX
aBTOMAaTHYECKyI0 IpoBepKy @aiinoB, Ilonb3oBarens o00s3aH OCYLIECTBIATH IPOBEPKY (ailiioB
HOJIy9aeMBIX

- I10 3JIEKTPOHHOM II0YTE;

—  d4epe3 ceTb UHTEpHET;

—  Ha MarHUTHOM, ONITUYECKOM JAUCKE, (Iel—HaKOIUTEIIE;

—  HHOM CBEeMHOM HOCHTele HHPOpMaIHH;

—  IOJIy4€HHBIE UHBIM CIIOCOOOM.

6.2. Tlepen OTKpBITHEM BIIOXKEHHUS (CCBHUIOK) yOEOUTHCS B TOM, YTO OTIIPABHTENb NEHCTBHUTEIHLHO
IIOCJIaJl BaM 3TOT (haiis, JaXke eclii OH U JOJDKeH ObUI 9To crenaTh. [lo3BoHuTe eMy camu. He moBepsiite
MMEHH OTIIPAaBUTENS U YKa3aHHBIM B TEKCTE IEChMa HOMepaM Tesle()OHOB, a TaKXKe JIMIaM, TIO3BOHUBIIHM
BaM CaMOCTOSTENIHHO C IIPOCHOOH OTKPHITH (ailiIbl ¥ IPOUTH IO CCHUIKAM.

6.3. Ilosn3oBaTeto 3ampemaeTcs:

6.3.1. OcyiecTBiIsATh AEHCTBUS, HAIIPaBIICHHbIE HA BHIKIIOYEHHUE aHTUBUPYCHOM IIPOTrPaMMEL.

6.3.2.CamocTosTENBHO ycTaHaBIHuBaTh HAa APM nporpamMmmHoe obecrieueHue.

6.3.3.3amyckaTth (aiinpl, MONy4eHHbIE IO CETSAM CBs3H (QMIEKTpOHHOM moure, MHTepHeT), co
CBEMHBIX HOCHUTEJEH, Ja)ke eclid OHM IOJy4eHBl IIPOBEPEHHOTO ajpecara, 0e3 IMpeaBapUTENbHONM HX
IIPOBEPKU aHTUBUPYCHOH IIPOTrpaMMOii.

6.3.4.1Ipn BO3HUKHOBEHHH NONO3PEHUS Ha HAIMYHE KOMIIBIOTEPHOTO BUpyca (HeTHIHYHAs paboTta
IIPOTrPaMM, MOSBJIEHHE IPapUIECKUX U 3BYKOBEIX 3(h(EKTOB, UCKaXKEHUH TaHHBIX, ponaganue (aiios,
4acToe IOSBIEHHE COOOIIEHHH O CHCTEMHEBIX OmuOKax u T.1.) [loap30BaTeNs CaMOCTOSTENHHO HIIA
BMECTE C OTBETCTBEHHBIM (AIMHMHHCTPAaTOpOM O€30IIaCHOCTH) IOJKEH IIPOBECTH BHEOUEPEIHON
AHTUBHPYCHBIM KOHTPOJIb CBOETO pabodyero Mecra.

6.3.5.B ciayuae oOHapy>XeHUS IPH NPOBEICHUH AaHTHBUPYCHOH IIPOBEPKH BHUPYCHOTO 3apakKeHHUsI
[Tonmp3oBarenu o0s3aHBbL:

—  IIPUOCTAaHOBHUTH paboTYy;
—  HEMEUICHHO IIOCTaBHTh B H3BECTHOCTh O (akTe OOHApyXEHHS BHPYCHOTO 3apajkKECHHs
OTBETCTBEHHOMY (AJIMHUHHUCTPATOPY O€30MaCHOCTH);

= COBMECTHO C BJIQICJIBIIEM 3apa’XCHHBIX BHPYCOM (bafmoa IIPOBECTH aHAIN3 H606XOIII/IMOCTI/I
JalTbHEHUIIero ux HCIIOJIb30BAaHHUA,

- IIPOBECTH JICUCHUE UJIH YHUYTOXKCHHUE 3apaKCHHBIX (baﬁHOB.

7. llopsagok pa6orbl B UCIIIH 1 ceTH HHTEPHET
7.1. Noaxmo4venne k UCII/In u cetn UuTepHET
7.2. Uensro pabotel Ilonp3oBarermss B UCII[IH u cetu UnrepHer sBisiercss cGop, o6paboTka,
XpaHEHHE IIEPCOHANBHBIX JaHHBIX, 0OOMEH 3JIEKTPOHHBIME COOOIIEHUSIMH B CIYKEOHBIX IENSX.
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7.2.1. Hoctyn x UCII[IH u cetu MHTepHeT mpenoctasinsiercs 1loap3oBarensaM TOIBKO B TOM

cllydae, €ClIH 3TO He IPOTHUBOpEUYHUT TpeGoBaHWAM HacTosmed VHCTPYKIMH U HHBIMM HOPMAaTHBHEIMH
JOKYMEHTaMH B 00JIaCTH 3aIIUThl HHGOPMALIUH.

7.2.2. Joctyn monp3oBarens Kk MCIIJIH mist o6paGoTkM MEPCOHAIBHBIX NAHHBIX IIPOM3BOIMTCS
TOJILKO ¢ pabOYmMX MECT, Ha KOTOPBIX YCTaHOBIICHBI CPEICTBA 3aIUThl HHQOPMaIKH.

7.2.3.0cHoBanueM mis moakmroueHus corpyanuka OY x MCIIJH u cetu MHTepHeT sBIsercs
MOTHMBHPOBAHHAs 3asBKa OTBETCTBEHHOMY 3a OpraHM3alldi0 OOpabOTKH INEPCOHAIBHBIX NAHHBIX OT
HEMOCPEICTBEHHOr0 pykoBomuTens Ilonmp3oBarensd ¢ yKasaHMEM IIOJHOMOYHH HOCTyIa K TaKduM
pecypcaM U CEpBHCAM.

7.2.4.OTBETCTBEHHBIA 3a OpraHM3alui0 00pabOTKH MEPCOHATBHBIX NaHHBIX, JUOO COTPYIHUK,
BBINOJIHAIOMIKH ero GhyHKnuu, opranusyet noakmouenue k UCIIIn umu cetn MuTeprer Ilone3oBarenei
B YCTAHOBJICHHOM TIIOPSOKE, OCYIIECTBIISIET KOHTPOJIb HAJ HCIIOJIB30BAHHEM [AHHBIX DECYPCOB H
CEPBHUCOB.

7.2.5.1locne BeIONHeHHs 3amanus OTBETCTBEHHBINA 3a OpraHU3alMi0 00pabOTKH MEpCOHAIBHBIX
JAHHBIX COOOINAET MOIH30BATENIO BEIIIOJIHEHUH 3a5BKH.

7.2.6.OcHoBanueM s otkiaroueHus monb3oBareass oT WCII[Im u cetu MHTepHeET sBIISIOTCA
CJIEYIOIINE COOBITHS: :

—  HapylleHWe HHCTPYKIHMH ¥ HMHBIX JIOKAIBPHBIX HOPMAaTHBHBIX aKTOB B O0JAcTH 3alIUTHI
UHpOpMaIy;

—  yBompHeHue [lonmp3oBaTens, 1100 epeBOX €0 B APYroe MOApa3aeiCHHE.

7.3. Ilopsimok pa6otbl B ceT UHTEpHeT

7.3.1.Wcmone3oBanue  coTpyaukamMu OV  cerm MHTepHET [ODKHO  OCYIIECTBIIATHCS
HCKJIIOYHTEIBHO TSI BEITTIOJTHEHHUS JODKHOCTHBIX 0053aHHOCTEH. _

7.3.2.Uudopmanus, obOpasoBaHHas (oOpasyromascs) B IpoIecce TPYHOBOH IEATENILHOCTH
paGotauka OV sBisiercs coGcTBeHHOCTRIO OV ¥ HE MNOMJIEKHUT HCIOIB30BAHUIO (B TOM YHCIE
HCIIONB30BAHMI0 B CeTH VIHTEpPHET WM C IIOMOINBIO ceTH VIHTepHeT) B JIMYHBIX LEIX H (WUIH) B
KOPBICTHBIX HHTEpECax APYTUX JIUL (OpraHu3anuii).

7.3.3.Ilpy mpoBeNEHMH TEXHUYECKUX pabOT, CBSI3aHHBIX C HAcCTPOHKOH 000pynOBaHHS
(KOMMYHHKAIIHOHHOe 00O0pyIOBaHHE, IIPOKCH-CEpPBEpa, MapLIpyTH3aTOpel H T.aL.); B  Clydae
oOHapyKeHUS MOMBITOK HECAaHKIIMOHHpOBaHHOTO moctyna K HHteprer-mumody, APM Ilonb3oBateneit
MOXET IIPOBOAUTBCS BpeMeHHOe oTKIodeHue [lonb3oBareneil oT cepBucoB cetd MHTepHET (B ciydae
IUIAHOBOIO OTKIIFOYeHHs [101p30BaTETH YBEIOMIIIOTCS 00 3TOM 3a0/1ar0BPEMEHHO).

7.3.4.Bes uHbOpMaIHs 0 pecypcax, ImocemaeMbx cotpyqHukamu OY, IpOTOKOIHPYETCs H, IpH
HE0OXOMMOCTH, MOXeT OBITh IIPeIoCTaBieHa PyKOBOAUTEISIM IIOAPA3NENCHUN, a TaKKe PYKOBOICTBY
OV myis meTaabHOTO H3YUYSHHS U IPUHSATHS PELISHUS 0 MepaxX JUCHUIUIMHAPHOW OTBETCTBEHHOCTH.

7.3.5.11pu pa6ote B cetu UnTepHeT Ilonp3oBaTensim 3anpelaeTes:

—  YMBIIUICHHOE paclpoCTpaHeHWe U IIONyYeHHWE MaTepualioB B/H3 ceTH VIHTepHerT,
IPOTHBOpEYAIlNX 3aKOHOAATenbCTBY Poccmiickoii @epepanuy, B TOM 4HCIE MAaTE€pHAlOB,
[POMAraHIUPYIOMKUX HACHIME WM OJKCTPEMH3M; pa3KUTAIOIIMX pacoBYIO, HAIMOHAIBHYIO WIH
PENMIHO3HYIO BpaXTy; Ppa3bSICHAIOMIMX IOPSNOK M3TOTOBICHUS W/WIM IPUMEHEHHS HapKOTHUKOB,
B3PBIBUATHIX BEIIECTB, OPYXXHS H T. II.; MaTepHAIOB NOPHOIpa(UUecKOro Xapakrepa; KOMIBIOTEPHBIX
BHPYCOB U IPYTHX BPEIOHOCHBIX IIPOrpamMM;

—  mepemaBatb B ceThb VHTepHeT wuH(popMamuio, K KOTOPOH B COOTBEICTBHH C
3aKOHOJATEILCTBOM OIPaHHYEH JOCTYI (IEepCOHANbHBIE IaHHBIE, Ciay)XeOHas wuHpopMamms) Oe3
COOTBETCTBYIOILIETO pa3pelieHus;

- danscudunuponats IP-anpec, MAC-agpec, HHBIE anpeca, HCIONB3YEMBIE B CETEBBIX
IIPOTOKOJIAX, a TAKXKe MPOUyI0 HH(POPMAIHIO IIpH NTepefade JaHHBIX depe3 ceTb HTepHeT.

—  IpPEeNOCTaBJIATh IOCTYI B ceTb VIHTepHET co cBoeil paboueil cTaHIMM KOMY-TH0O, B TOM
YUCJIE IPOrPaMMHO-TEXHHYECKHMH crioco0amMu dYepe3 JIOKAIbHYIO BBIUHUCIUTENBbHYI0 ceTb OY
(HampuMep: IIyTeM HECAaHKIMOHHPOBAHHON YCTAaHOBKH JIOKaIbHOro IHTepHeT-numo3a Ha pabouee
MECTO);

—  moiydaThb JOCTYm K cetn VHTepHeT moObIMH crocob6aMu, HE IperyCMOTPEHHBIMH
JEUCTBYIOLIMMH JIOKATbHEIME qoKyMeHTaMu (UHcTpykuusmu, [IpaBunamu, Permamentamu OY);
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—  OCYIIECTBIATh HECAHKIMOHHUPOBAHHBIA MOCTYN K pecypcaM H CepBHCaM CeTH
WuTepHer.

—  pemonHATH AeiictBus (B31oM, DoS (oTkaz B obGcmyxuBanmH), ARP-spoofing arakw,
CKaHHPOBAHUE JIOKAIBHOM BEIYHCIUTENIBHON CETH) HANPABICHHBIC HA HAPYIICHHC (GYHKIIMOHHPOBaHHS
5eMeHTOB ceTH VHTepHeT (KOMMYHHKALMOHHOTO OOOpYNOBAaHHS, CEPBEPOB, PabOUMX CTaHIMI,
IPOrPaMMHOT0 00ECIIEYEHHS).

7.4. TIpasuaa paGorsl Iloab30BaTesneii ¢ 371€EKTPOHHOM MOYTOH: _

7.4.1.Tlonp30BaTed 00S3aHBl MCIIOJNB30BaTh JJIEKTPOHHYIO IIOYTY TOJIBKO JJIsI BBIIIOJTHECHHUA
CITy)KeOHBIX 00513aHHOCTEMH.

7.4.2.3anpernaercst OTIPaBIATh (Gaiiibl, ComepKalye IepCOHANBHEIC TaHHBIE B OTKPHITOM BUAC (ue
3amupOBaHHEIE).

7.4.3.3ampemaeTcsa MaccoBas pacchUIKa MoUYToBBIX coobmenuit (Gonee 100) BHEIHMM anpecaTaMm
6e3 corylacoBaHus ¢ PyKOBOJACTBOM (cIIama).

7.4.4. 3anpernaeTcs HCIONE30BaTh HE CBOM OOPAaTHEIH afpec MpH OTIPABKE JIEKTPOHHOH MOYTEL.

7.4.5.3anpelmaeTcss OTHPABJIATH MO SIEKTPOHHOM IIOYTEe HCHONMHseMble (aiibl (0OBMHO HMEIOT
pacmmpeHusi exe, com, bat, js, vbs m T.L). B cnyuae HEOOXOMMMOCTH OTHPAaBKHM TaKHX daiinos,
[IOMEIIATh UX B apXUB U YCTAaHOBUTH I1apOJIb.

7.4.6.TIpucoenuusieMsle (aiinbl PeKOMEHIYETCs yIAaKOBBIBATh B apXMB IIPH IIOMOIIA NIPOrpaMM-
apXUBaTOPOB.

7.4.7. KopropaTHBHbIE pEKOMEHIAINH UCIIOIb30BAHMU JIEKTPOHHON MOYTHL:

— BBl Z0/DKHBI OKa3bIBaTh TO JK€ YB)KEHUE, YTO U IIPH yCTHOM OOIIECHHH.

— Bl [OMKHBI IIPOBEPATH [PABOIKCAHUE, IPAMMATHKy H ABaXIBI IEPEUHTHIBATE CBOEC
coO0OIIIeHHe TIepe]] OTIIPABICHUEM.

—  Bbl He JOJDKHBI YIaCTBOBATh B PACCHUIKE [OCIIAHHI, IEPECEUIAEMBIX 110 IEMOYKe (Yalle BCEro
5TO HHCHMA PETHTHO3HO-MACTHYECKOT0, Pa3BIEKATEIBHOTO CONEPIKAHH).

—  Bpl He JOMKHBI IO COOCTBEHHOW WHHUIIMATHUBE IIEPECHUIATH 110 MPOU3BOJIBHBIM aJpecam
He3aTpeOOBaHHYIO HH(OPMAIHUIO.

— BBl He HOIKHEI PacChUIATH COOOMIEHNS, KOTOPHIE SBJISIOTCS 3JI0BPEAHBIMH, Pa3ApaKatoUMU
WJIH COZIEPIKAIIUMHU YTPO3BI APYTHUM I10JIE30BATEIIIM.

—  Bbl He MOMKHBI OTIPABJIATH HHUKAKAX COOOINEHHMH IPOTHBO3AKOHHOTO MM HE3THYHOTO
COZIEpIKAHUSL.

— BBl JOMKHBI MOMHHTH, YTO SJIEKTPOHHOE IOCTAHHWE SBJIAETCS OKBHBAJICHTOM IIOYTOBOX
OTKPBITKH U HE JOJDKHO HCIIONB30BAThCA IS NMEPECHUIKH MEPCOHATBHBIX NaHHbIX 0e3 HCIONb30BaHUA
CpeICTB 3amuThl (MG POBAHHUE).

—  Bpl He [OJDKHBI HCIIOIB30BaTh MIHPOKOBEINATENbHbIE BO3MOXKHOCTH 3JIEKTPOHHOM MOYTHI 3a
HCKJIFOYEHHEM BBIITYCKA YMECTHBIX 0OBsBIICHHHA.

— BBl He JO/DKHBI HCIIONB30BaTh KOPIOPATHBHYIO SIEKTPOHHYIO MOUTY I IIOCIaHUH JIMYHOTO
XapakTepa.

— BBl [JOWKHEI HEYKOCHHWTEJIbHO COOMIONAaTh IpaBWiIa ¥ HHCTPYKUMH M IIOMOraTh
aIMHHHCTPATOpaM OOPOTHCS C HAPYIIUTEIAMH IIPABHUIL.

8. Iopsmok paGoThl CO CbeMHBIMH HOCHTEJISIMH HHPOPMALIHH

8.1. Tlon ucmomnp3oBanueM Hocutesel nadopmanuu B CII[IE OV moHuMaeTcs UX MOIKIIIOUCHHE
x uHbpactpykrype MCIIJln ¢ wuembto 00paGoTKW, mpueMa/lepenadn HHQOPMALMH  MEXIY
MH()OPMAIIHOHHBIME CHCTEMaMH ¥ HOCUTEIAMH HH(POPMALIHH.

8.2. JlomyckaeTcs WCIIONb30BAHME TOJIBKO YYTEHHBIX HOCHTENEH HHQOpMAIKUH, KOTOphIE
SBIISTIOTCS cOOCTBEHHOCTRI0 OY M IMOIBEPraroTcs peryisapHOi pEBU3UH U KOHTPOJIO.

8.3. VYder u BBAUy CHEMHBIX HOCHTENeH HHGOPMAIMH OCYIICCTBIIET JIHIO, OTBETCTBEHHOE 32
OpraHM3amMio 06pabOTKH MEpPCOHANBHBIX NaHHEIX. (akT BINAUM HOCHTENs (QHKCHPYeTCs B XKypHAIe
ydeTa MalllMHHBIX HOCHTeNeH HHPOpMAaLUH.

8.4, Ecnu moctyn x MCIIJIH IpoM3BOAMTCS NPH MOMOIIM MEPCOHAIBHBIX HIEHTH(HUKATOPOB
(eToken, Rutoken, mp.), To ¢akT monydeHus M CIa4d JAHHBIX MIEHTHQUKATOPOB OOS3aTENBHO
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(UKCHpyeTCsT OTBETCTBEHHBIM 32 OpraHM3alMio 00pabOTKH INEPCOHAIBHEIX NAHHBIX, B
COOTBETCTBYIOIIUX XKYpHAIax.

8.5. BO3MOXXHOCTb TOAKIIOYEHHS HOCHTENeH MHQOPMAlMK, a TaKkXe NOJNyYeHHE YUYTEHHBIX
HOCHTENeH HWHQOpMAlUKM [IPENOCTABISIOTCS Il0JIB30BATENSIM IO UHUIIMATHBE PYKOBOIHUTENEH
CTPYKTYPHBIX IIOAPa3Ae/ICHHUI B CITydasx:

—  HEOOXONMMOCTH BBIIOJIHEHHS BHOBb IIPHHATHIM pabOTHHKOM CBOMX IOJKHOCTHBIX
00513aHHOCTEH;

—  BO3HMKHOBeHHs y Ilonp3oBatens ciyxe6HOH HE06X0IHMOCTH.

8.6. Ilpu ncnonb30BaHMK HOCHTENeH HHMOPMAINT HEOGXOMUMO:

—  HCIONB30BaTh HOCUTEIH MH()OPMAaUK HCKIIOYHUTENHHO IS BBITOTHEHHS CBOMX CIIy)KeOHBIX
00s3aHHOCTEN;

—  0epexHO OTHOCHTCS K HOCHTENSM IIePCOHAIBHBIX NAHHBIX.

- obecrieunBaTh (BH3UUYECKYI0O 6GE30MACHOCTH HOCHTENeH HH(QOPMAIllMH BCEMH pa3yMHBIMH
croco0amu;

—  U3BCIIATh OTBETCTBCHHOMY 33 OpraHM3allui0 0OpabOTKH MEPCOHANBHBIX MAHHBIX O ¢axrax
YTparthl (Kpaku) HOCHTeNIe! HH(OPMALIHH.

8.7. Ilpu HCHONB30BaHUH HOCUTEIEH NIEPCOHATIBHBIX JaHHBIX 3alpPEIEHO:

—  HCIOIB30BAaTh HOCHTEINH [IEPCOHANBHEIX TaHHBIX B JIAYHBIX [ENX,

—  TCpCHaBaTh HOCHUTCNM IMEPCOHANBHBIX [AaHHBIX IPYTMM JIHIAM (38 HCKIIOYeHHeM
aJIMHHHCTPATOPOB);

—  XPaHUTb CHEMHEIC HOCHTENM C IEPCOHAIBHBIMM NAaHHBIMH Ha pabouMX CToNax, HGO
OCTaBIIATH MX O€3 PUCMOTpA HIIH IIepeNaBaTh Ha XPaHEHHe JPYTUM JIUIIaM;

—  BBIHOCHTBH CHEMHBIC HOCUTENHM C HEPCOHAIBHBIMHA TaHHBIMH U3 CIIy)XeOHBIX IIOMEIIEHUH s
paboTHI ¢ HUMH Ha IOMY H T. 1. »

8.8. Jlroboe B3amMozeiicTBue (06paGoTKa, nprem/nepenada MHGOPMALMK) HHANMAPOBAHHOE
llonp3oBateneM Mexny WHQOPMALHOHHOW CHCTEMON u HECYYTCHHLIMH (JTUYHBIMH) HOCHTEJIIMHU
MH(OPMAIHH, PacCMAaTPHBACTCS KaK HECaHKIMOHUPOBAHHOE (3 UCKIIIOYEHHEM CIIy4aeB OTOBOPEHHEIX C
IMHHHCTPAaTOpaMu 3apaHee). OTBETCTBEHHEIH 3a OpraHM3amuI0 0OpaboTKH MIEPCOHAIBHBIX JaHHBIX C
NPUBJICICHUEM IOMOIIK (€CIM HEOOXOOUMO) COTPYIHHKOB I'BY Peciy6muku Komu «L[BU» Ha
ocHoBaHHMH COrJalleHHs OCTaBISET 3a cobOl IpaBo OJIOKHpPOBATh WM OrPaHMYHBATH HCIOIb30BAHHE
HOCHTeNEH uHpopManyy.

8.9. Uudopmamus 06 wucmons3oBamud  I10IB30BATE/SIMH HOCUTENeH MHpOpMamuu B
HH(POPMAIIMOHHBIX CHCTEMaX IPOTOKOIUPYETCs H, IPH HEOOXOOUMOCTH, MOXET GBITH HPEeIOCTaBIEHA
PYKOBOIUTEJIIM CTPYKTYPHBIX IIOAPA3JENeHHI, a TAK)Ke PyKOBOLUTEIIO.

8.10. B ciyuae BbiiBieHHs (akTOB HECAaHKIHOHUPOBAHHOIO H/HIIH HEIEIEBOr0 HCIIOIB30BAHMHM
HOCHTEJIeH HH(OPMAIINH HHULUUPYETCS CIIyKeOHas IIPOBEPKa, IIPOBOJMMAs KOMHCCHEH, COCTaB KOTOPOIL
OIPECTACTCA OTBETCTBEHHBIM 3a OpraHM3aluio 00paGOTKH MEpCOHANBHBIX AaHHBK. Ilo daxty
BBLICHEHHEIX OOCTOSITENBCTB COCTABIETCS aKT PACC/ICAOBAHKS HHITHICHTA 1 NEPEIAETCS PYKOBOIUTEITIO
CTPYKTYPHOT'O MOAPA3AEICHUS I IPHHATHS MEpP COITIACHO JIOKAJIbHBIM HOpMaTUBHBIM akTtaM OV u
JSUCTBYIONIEMY 3aKOHOIATENECTBY PD.

8.11. IIpu oTmpaBke WM mepemade [IEPCOHANIBHBIX NAaHHBIX aapecaTaM Ha CBhEMHBIE HOCHTEIH
3aIlHCBIBAIOTCS TOJIBKO [IPEAHA3HAUSHHEIE apecaTaM JaHHbIE.

8.12. BBIHOC CBEMHEIX HOCHTENEH TICPCOHANIBHBIX MaHHBIX UL HEMOCPENCTBEHHOM Nepenadu
aipecary  OCYIICCTBIAETCA TONBKO C IHMCBMEHHOTO —pa3pelleHHst PYKOBOIHTENS CTPYKTYPHOI'O
IIOJpa3ieNICHHUS.

8.13. CbeMHEBIE HOCHTENH TIEPCOHAIBHBIX AQHHBIX, NPUINEANINE B HETOJHOCTD, WK OTCIIyKUBIIHE
YCTAHOBJICHHBIH CPOK, MOANEKAT YHUUTOKEHHIO. Y HHUTOKEHHE ChEMHBIX HOCUTENEH ¢ IIEPCOHATBHBIMH
AAHHBIMH OCYINECTBIIAETCA KOMUCCUEH, COCTaB KOTOPOi ONpeeNnseTcss OTBETCTBEHHEIM 32 OpraHH3AIHIO
00paboTKH [ePCOHANBHBIX JaHHEIX. [0 pe3ylbTaTaM YHHYTOKEHUS HOCUTEJIEH COCTABIIIETCS aAKT.

8.14. B ciyyae yBoNbHEHHS WM nepeBosa paboOTHHKA B APYroe CTPYKTYpHOE [I0Ipa3ielicHHE,
[IPENOCTABICHHbIC HOCHTENH IEPCOHANBHBIX NAHHBIX H3BIMAIOTCS W EJIAIOTCS COOTBETCTBYIOLIHE
IIOMETKH B XXypHaJI€ y4eTa MallMHHBIX HOCHTEJIEH.



9. IIpaBa mosab3oBaTest

9.1. HUcnonw3oBate MCII[Ja OV as BRIIOJHEHUS HODKHOCTHBIX 00s3aHHOCTEH.

9.2. OOpamarbcs K OTBETCTBEHHOMY 3a OpraHu3anuio oO6paboTKu NEepCOHAIBHBIX NAHHBIX I
KOHCYJIbTAllMi IO ITOBOMY HCIIOJB30BaHUs MporpaMMHOro obecriedenus u APM, Bompocam o6paboTku
IIEPCOHAIBHBIX JAaHHBIX.

9.3. HampaBnsaTh IpeioKeHUSI MO YCTaHOBKE HOBBIX BEPCHH CYLIECTBYIOIIETO MPOrPaMMHOTIO
obecrieueHus (¢ 000CHOBaHMEM HEOOXOAUMOCTH 3aMEHBI CTaphIX BEPCHH Ha HOBEIE).

9.4, HampaBiaiTh  OpeUIOKEHHS [0  MOAEPHH3ALMU  IIPOrpaMMHOIO  obecledeHus,
paspabareiBaemoro B OV wim no 3akazy OV.

9.5. HampaBnsaTh MpemoXKEeHHs 1[I0 YCTAaHOBKE HOBOTO (a TakXe JOIOJIHUTEIBHOIO)
nporpaMMHOro ofecredeHuss (¢ yka3aHHEM LEJM  HCIOJIb30BaHHUA, IPEUMYIUECTB Iepen
CYIIECTBYIOLIMMHU aHAJIOTAMH).

9.6. Hampapnare mnpemitoxenus mo wMonepHusaunuun APM (3aMeHBl Ha HOBBIE aHAIOTH), C
00s13aTeTbHBIM 000CHOBaHUEM 3aMEHEI M yKa3aHHEM IIPEUMYIIECTB Iepell CYIeCTBYIOIIUMH aHaIOTaMHu.

9.7. TlomyuaTh  KOHCYJNbTAllAM ¥  pa3bsCHEHHs 1[I0  HOPMAaTHUBHBIM  JOKyMEHTaM,
peryiaMeHTHPYIOIUM paboTy ¢ NepCOHATBHBIMU JaHHBEIMU B OV .

10. OTBeTcTBEHHOCTH
10.1.  Tlomp3oBaTeNb HeCeT MEPCOHATIBHYIO OTBETCTBEHHOCTH 3a CBOM NEUCTBHS MM Oe3nelcTBHE,
KOTOPBIE MOIYT IIOBJIE€Yb 3a COOOM pasriallleHHe IE€PCOHANBHBIX NAHHBIX, & TAKXKe 3a HapylleHHe
HopMasibHOTO (GyHKIMOHUpoBaHus MCII/IH unm uX OTAENBbHBIX KOMIIOHEHTOB, HECAHKLIMOHUPOBAHHBIH

IOCTyn K HH(OpMAaIK B COOTBETCTBHE C 3aKOHOJAATeNbCTBOM Poccuiickoil Penepaiuy U J0KaIbHBIMH
HOpMaTUBHBIMH akTaMu OY.
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